
Allen Independent  
School District 

July 21, 2014 



Table of Contents 

 Internal Audit Process    3 
 Risk Evaluation Criteria    5 
 Payroll     6 
 Information Technology    11 
 Facilities     18 
 Finance and Operations    22 
 Eagle Stadium Parking    24 
 Next Steps     26 
 Questions     27 

2 



Internal Audit Process 

The internal audit activity performs 
both a strategic analysis and a risk 
assessment to create an internal 
audit plan.  The internal audit plan is 
designed to be a scalable, top-down, 
risk-based approach designed to 
drive value by delivering efficient and 
effective audits that are directly tied 
to its organization’s strategic 
objectives. 
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Internal Audit Timeline 
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Risk 
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Phase III 
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2014 
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December 2014 



Risk Evaluation Criteria 
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• Deficiency:  A  deficiency exists when the design or operation of a control does 
not allow management or employees, in the normal course of performing their 
assigned functions, to prevent or detect errors that will effect the district’s 
financial, operational and compliance objectives on a timely basis. 

• Significant Deficiency:  A significant deficiency is a deficiency, or combination of 
deficiencies, in internal control that is less severe than a material weakness, yet 
important enough to merit attention by those responsible for district 
governance. 

• Material Weakness:  A material weakness is a deficiency, or a combination of 
deficiencies, in internal control such that there is a reasonable possibility that a 
material error that could effect the district’s financial, operational and compliance 
objectives will not be prevented or detected on a timely basis. 



Payroll 
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For most school districts, salary 
disbursements comprise a 
significant amount of all 
expenditures.  Internal audit can 
help evaluate the controls in place 
to address the accuracy and 
completeness of payroll 
transactions. We evaluated the 
procedures in place that limit the 
risk exposure of inaccurate payroll 
processing. 
 



Payroll Processing 
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Our procedures to examine and conclude on the controls over payroll 
processing resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that the Q1 quarterly 
contract review file was not 
saved indicating that the review 
was performed.  We determined 
through inquiry that it was 
performed, yet no support 
exists. 

We recommend that the 
quarterly contract review 
be retained to document 
the performance of the 
control so that an audit 
trail exists.  

Deficiency We will save all quarterly contract review 
reports annually to provide an audit trail. 



Payroll Processing (Continued) 
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Deficiency Recommendation  Risk Level Mgmt Response 

We noted that the following controls identified during 
payroll processing were not documented: 
- Reconciling new hires on the pay register to HR 

forms. 
- Reconciling pay adjustments on the pay register to 

HR forms. 
- Reviewing the pay register to ensure that 

terminated employees are being paid accurately 
and terminated in the system. 

- Performing a reconciliation for missing deductions. 
- Reviewing reports on employees whose deductions 

are greater than their gross pay. 
- Reviewing the pay register for employees not 

receiving payment. 
- Performing a second review on the above controls. 
We performed a walkthrough to determine that they 
were adequately designed, but no documentation 
exists of performance in prior periods. 

We recommend that a 
payroll processing checklist 
be drafted and used for each 
payroll run.  We recommend 
that the checklist be filled 
out as tasks are performed 
and that both individuals 
running payroll sign and date 
the checklist to indicate 
timely performance of the 
controls. 

Deficiency We have created and 
implemented a check 
list for monthly payroll 
processing. 



Time Accounting 
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Our procedures to examine and conclude on the controls over time accounting 
resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that multiple timesheets 
were approved via the “mass 
approval” feature in the system, 
which allows timesheets to be 
approved without being opened or 
reviewed.  We confirmed through 
inquiry that the supervisors  
opened the timesheets prior to 
approving them, however 
evidence of the review was not 
documented. 

We recommend that 
supervisor training be 
increased to ensure that 
timesheets are reviewed in 
detail prior to approval. 

Deficiency We will review this finding with 
our management during the 
leadership meeting in July.  The 
mass approval feature can’t be 
disabled however the system does 
show when it has been used.  Also, 
the feature can’t be used if any of 
the timesheets include 
adjustments. 
 



Payroll Module Access 
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Our procedures to examine and conclude on the controls over payroll module 
access resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that multiple 
users whose daily job 
responsibilities include 
transactional processing 
have access to process a 
payroll transaction 
throughout the full cycle. 

We recommend modifying user 
access to only allow a user to 
perform the duties specific to 
their title.  Additionally, we 
recommend that Skyward user 
access be provisioned so that no 
user with transaction job 
functions have system-wide 
access to Skyward. 

Material 
Weakness 

We agree and payroll staff 
access has been corrected.  For 
District-wide, we are currently 
revising responsibilities and 
procedures for administering 
system access.  A least privilege 
model has been implemented 
whereby access within the 
system is restricted to core job 
function requirements. 
Technology will continue to 
work with District leadership to 
further define our security 
model and formalize a process 
that will ensure appropriate 
levels of access.  
 



Information Technology 

Information Technology plays 
a major roll in protecting the 
district’s financial statements 
along with the protection of 
student and staff personal 
information.  We examined 
AISD’s IT processes in place to 
limit the risk of theft and data 
loss. 
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IT Procedures and Guidelines 

12 

Our procedures to examine and conclude on the controls over IT procedures 
and guidelines resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that the IT department has 
numerous procedures and guidelines 
pertaining to Information Technology. 
During testing, we noted that the 
following procedures/guidelines 
although in place, were not enforced or 
followed: 
 
 - Network Password Procedures 
 - Technology Incident Management 
Procedures 
 - User Account Security guidelines 
 - Skyward Finance guidelines 
 - Skyward Student guidelines 

We recommend that 
management enforce these 
procedures and make sure 
that all personnel are 
aware of the guidelines.  

Deficiency IT procedures and guidelines 
will be reviewed and/or 
updated annually to ensure 
relevance and adherence. 



Logical Access 
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Deficiency Recommendation  Risk Level Management Response 

We noted that a user 
provisioning exercise has 
not been performed for the 
Skyward Finance 
applications; hence, unable 
to determine if access 
granted to users within the 
application is appropriate 
based on their job function.  

We recommend that AISD perform a 
user provisioning exercise to 
determine if access granted to users 
within Skyward finance is appropriate 
based on their job function. In 
addition, we recommend IT to 
perform user access reviews 
internally and also initiate the user 
access reviews for HR, Payroll and 
Finance with formal sign off and date 
by the process owners.  

Material 
Weakness 

We agree and are currently 
revising responsibilities and 
procedures for administering 
system access. A least privilege 
model has been implemented 
whereby access within the 
system is restricted to core job 
function requirements. 
Technology will continue to 
work with District leadership to 
further define our security 
model and formalize a process 
that will ensure appropriate 
levels of access.  

Our procedures to examine and conclude on the controls over logical access 
resulted in the following: 



Password Configuration 
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Our procedures to examine and conclude on the controls over password 
configuration resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that the 
current network 
password configurations 
does not follow industry 
standards. The current 
parameters are: 
 
Minimum Password 
Length = 5 characters 
 
Passwords must meet 
complexity requirements 
= Non-existent 

We recommend 
modifying the networks 
password configuration 
to comply with industry 
standards. 
 
Minimum Password 
Length = 8 characters 
 
Passwords must meet 
complexity requirements 
= Enabled 
 

Significant 
Deficiency 

Technology standards require passwords be 
at least 5 characters in length and be 
changed regularly.  Eight character 
passwords with complexity requirements 
(#,@,! type characters along with 
capitalization) were deemed by school 
leadership too difficult for students, 
especially in the lower grades, to remember. 
Technology plans to implement a relatively 
new capability – Active Directory Fine Grain 
Password Policy – which will allow students 
to continue using non-complex passwords 
while requiring staff members to use 8 
character passwords with complexity 
requirements.  



Physical Security (Server room) 
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Deficiency Recommendation  Risk Level Management Response 

We noted that there are 
currently 42 individuals 
who have access to the 
server room. This includes 
personnel in IT, Facilities, 
Allen PD and Allen Fire 
Station.  Within the access 
list, there were 3 
individuals who are no 
longer employed with 
AISD. 

We recommend revoking access 
to the users that are no longer 
AISD employees.  We also 
recommend an annual review of 
the server room user access 
listing by the IT department to 
verify that users who have access 
to the server room is appropriate 
based on their job function. 

Significant 
Deficiency 

The Technology department, 
along with district leadership, 
will annually review  access to 
determine which staff roles 
should have access to our 
datacenters and make the 
necessary adjustments. The HR 
Department notifies the 
Technology department when 
employees leave the district.  
These employees will be 
removed. 

Our procedures to examine and conclude on the controls over physical security 
resulted in the following: 



Change Management 
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Our procedures to examine and conclude on the controls over change 
management resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that currently within the 
Skyward finance and student 
guidelines, prior to the 
implementation of major software 
upgrades (releases), email 
approvals are  required by the 
Director of Technology, Finance, 
Accounting, Payroll, Purchasing 
and HR. Per testing, it was noted 
that email approvals were not 
captured for the software 
upgrades. 

We recommend that 
all major software 
upgrades (releases) be 
approved by 
management prior to 
being implemented 
and that 
documentation of the 
approval be retained 
for audit purposes. 

Deficiency Technology procedures will be 
updated to reflect our standard of 
requiring email approval for all 
major Skyward updates from a 
director of HR, Payroll, Finance, 
Purchasing, and Accounting 
departments. Emails will be 
archived on a separate system and 
retained until the time of the next 
major update to Skyward Finance. 



Asset Management 
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Deficiency Recommendation  Risk Level Management Response 

We noted that IT does not 
maintain an automated asset 
inventory system. Currently 
management does not perform 
formal inventory of all assets 
within campuses including 
review of retired assets vs 
current assets. 

We recommend 
management 
implement an 
automated asset 
inventory system to 
prevent human error 
and provide accurate 
inventory of all assets. 

Significant 
Deficiency 

Technology will research and  
implement an automated  IT asset 
inventory solution.  In addition, the 
procedure governing the lifecycle 
management of technology assets 
will be refined and aligned with an 
automated IT asset inventory 
solution. 

Our procedures to examine and conclude on the controls over the Asset 
Management resulted in the following: 



Facilities & Maintenance 

Due to the number of AISD 
campuses and other facilities, AISD 
Facilities and Maintenance 
department has become a major 
operation in maintaining  the 
districts high bar of excellence.  We 
examined the service center, 
training programs, and incident 
ticketing system to determine that 
proper measures were in place to 
protect against theft and ensure 
proper treatment of facility issues. 
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Asset Management 
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Our procedures to examine and conclude on the controls over asset 
management resulted in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that the current 
service center does not have 
a maintenance tool room and 
in addition does not have a 
formal asset management 
system to track assets.  All 
tools and parts are assigned 
to a maintenance staff when 
they come in. Mechanics are 
required to provide their own 
tools except if the tool 
required is a larger, more 
expensive tool.   

We recommend  
constructing a tool crib or 
implementing a system to 
check tools in and out as 
needed.  We also 
recommend checking 
inventory once a week to 
protect against theft. 

Significant 
Deficiency 

We agree and are in the process 
of studying options to implement 
an asset tracking system.  With 
the completion of the new 
service center in spring 2015, 
each trade will have a secure tool 
room and the trade lead will be 
responsible for their tools and 
parts.  An overall physical 
inventory review will occur semi-
annually. 



Staff Development, Training and Access 
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Deficiency Recommendation  Risk Level Management Response 

We noted that although 
granting and removal of 
master keys is tracked, a 
recurring review of 
employees and vendors with 
master keys is not performed.  
At the time of testing, 142 
individuals were listed as 
having master keys. 

We recommend that 
management increase the 
precision of internal control 
over granting, removal and 
tracking of master keys.  
Additionally, we recommend 
that management perform an 
access review on a 
semiannual basis to make 
sure that individuals with 
access are authorized. 

Significant 
Deficiency 

We will initiate a district-wide review of 
current master keys to ensure proper 
access by district staff and 
contractors.  Also, we will improve our 
procedures to monitor and limit the 
number of master keys.  Potential use of 
proxy cards instead of master keys will 
be evaluated. 

Our procedures to examine and conclude on the controls over staff 
development and training resulted in the following: 



Staff Development, Training and Access 
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Deficiency Recommendation  Risk Level Management Response 

We noted that safety trainings 
for facilities & maintenance 
employees have not taken 
place in two years. 

We recommend scheduling 
safety training programs for 
all facilities & maintenance 
employees on an annual 
basis. 

Deficiency We agree and will, as done in the past, 
provide safety training for facilities & 
maintenance staff.  For this school year, 
we will conduct monthly training on 
topics such as Back Safety, Ladder Safety, 
Electrical Safety, Eye Protection, Hand 
Safety, Fire Safety and Extinguisher use, 
Defensive Driving, Shop Safety, Scissor & 
Boom Lift, Heat Stress, Safety 
Awareness, First Aid, and CPR. 



Finance & Operations 

Finance & Operations inherently poses many challenges to 
achieving a district’s financial, operational and compliance goals.  
We employed top-down, risk-based approach in evaluating 
budget, debt, and bond policies and the procedures in place to 
achieve those policies.   
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Finance & Operations Staffing 
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Deficiency Recommendation  Risk Level Management Response 

We noted that throughout 
most of the 2013-2014 
academic year, the Finance & 
Operations department was 
inadequately staffed to 
perform the duties necessary 
of the department. 

We recommend that the 
addition of personnel be 
considered to address the needs 
and associated risk of the 
department.   

Significant 
Deficiency 

We agree and are currently 
interviewing to fill the 
Director of Finance position.  
Also, we are performing an 
operational structure review 
to potentially address staffing 
needs. 

Our procedures to examine and conclude on the controls over Staffing resulted 
in the following: 



Eagle Stadium Parking 

Vendor management 
poses unique risks to 
school districts.  We 
examined controls around 
cash receipts and 
disbursements related to 
the third-party vendor 
responsible for Eagle 
Stadium Parking. 
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Vendor Management 
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Our procedures to examine and conclude on the controls over parking resulted 
in the following: 

Deficiency Recommendation  Risk Level Management Response 

We noted that the third-party vendor 
was billing at rates higher than the 
rates specified in the interlocal 
agreement with Garland ISD, which 
Allen ISD joined.  Purchasing was not 
involved in review of the interlocal 
agreement and Athletics was not 
informed of the lower rates specified 
by the agreement.  

We recommend that the 
Purchasing Department be 
involved in all contract 
negotiations so that rates will 
be reviewed and verified. 

Significant 
Deficiency 

Athletics management will 
coordinate with the 
Purchasing Department 
when initiating a contract 
with a prospective vendor. 



Next Steps 
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Phase I 
$110,000 

Phase II 
$80,000 

Phase III 
$65,000-$70,000 

Based on our understanding of Allen ISD’s internal control environment, we believe 
that the next phase is vital to the district building on its commitment to excellence.  
We estimate that the fees for the next phase to be as follows: 
 
 
 
 
 
As a best practice, we recommend that the remediation of all deficiencies be 
validated through retesting.   The estimated fees for the validation phase is 
contingent upon the amount of deficiencies found during all phases of the project.  
 



Questions 
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